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What is Cyber Security?

National Cyber Security Centre (NCSC #5aaugaHniuAIUaoanulsluasuasIfigoaans1golmians)
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Cybersecurity & Infrastructure Security Agency (WHIgvIHANNABAYUaoANulUaSwazANIHAYUaDANY
P0NlASYAS NN UG IHYDIANSFOLNEN)
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(Integrity) wazanmnnsonldau (Availability)”
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CIA Triad Information Security
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Why is
Cvber Security
Awareness
Important?



Top Cyber Threats In The 2022

Ransomware Threats against availability:
Denial of Service

The DD dscape was

Russia’s invasion of Ukraine

10 terabytes and more of data stolen monthly.

More than 60% of affected organisations may

have paid ransom demands
The numbers /e risen an /2022 was

2d attack

Malware

Malware infections are increasing due to crypto

jacking and Internet of Things malware. Threats against avallablllty:
Widespread cloud adoption provides attack Internet threats

opportunities for cybercriminals. In 2021, we on of internet infrastructure, outages

observed 66 disclosures of zero-day vulnerabilities . tr act m[;ﬁe[

Social Engineering threats
Social engineering and especially phishing Disinformation -
remain a popular technique for attackers to misinformation

conduct their malicious activities with new lures
focusing on the Russia’s invasion of Ukraine

e Russia's invasior
Threats against data

They form a collection of threats that aim at

gaining unauthorised access and disclosure, as SUPPIY'Cha|n attacks

well as manipulating data to interfere with the Cybercriminals exhibit ea ty and
system behaviour. interest in supply cha

Year on year increases as due to the increase in Third-party 1 17% of the
the amount of data produced sions in 20 0 ared ess than 1% in 2020

Source : ENISA Threat Landscape 2022 (July 2021 up to July 2022.)




Malware ,©

RANSOMWARE

$$8¢
=&

Spams you with ads

SPYWARE ADWARE

Blackmails you Steals your data

Types of Malware

BOTNETS

WORMS TROJANS

G &

Spread
across computers

Turn your PC
into a zombie

Sneak malware
onto your PC
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Ransomware 3
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Payment will be raised on

51672017 00:47:55

Time Left
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Your files will be lost on

512012017 00:47:55

Time Left
FAHET e e T e T
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Contact Us

Wana DecryptOr 2.0
Ooops, your files have been encrypted!

What Happened t M) Computer?

Can I Recover My Files?
Sure. We guarantee that you can recover all your files safely and easily. But you have

Try now by clicking <Decrypt>.
you need to pay.

. After that the be do abled

B Also, if you don'tpay in 7

We will have free events f rs who are so poor thatt uldn’t pay in 6 months
How Do I Pay?

i pted in Bitcoin onl

rrent price off:‘.mom and buy some bitcoin:

v. For more information, click <About bi

ied in this window.
st time to check: 9:00am - 11:00am

k Payment>.

or more information,

Send $300 worth of bitcoin to this address:
bitcoin
ACCEPTED HERE [ 12t9YDPgwueZ9NyMgw519p7AABisjré SMw I Copy
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1. Wilonu website, link, file fildvl3la tWeuaufiv luasaey
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2. Aag Antivirus Wil update patch waz scan agidne

3. Wil update windows WoTndovluizeay 0S

4. vhms backup file d@euliuans 1 7l ww External Hard
disk,



Congratulations

Credit Card Approval
eBay Suspension & Payg
Personal Injury Specialis
Congratulations
Storeduniock. com
Credit Card Approval

Credit Card Approval

Jackpot Cafe

1Smart Solutions
Credit Card Approval
BHW

Fact Quiz

Credit Card Approval

dl.kaca: Your money is waiting! (no deposit required)

dl.kaca: Congrats! You may qualify for a Visa Card!

“PREMIUM EB4 PAL ACCOUNTS AVAILABLE in ALL COUNTRIES - HIG

ping you working?
! (no deposit required)
evel Unlock Code (EMERGENCY SERVICE)
dl.kaca: Congrat®™&ou may qualify for a Visa Card!
dl.kaca: Congrats! You may qualify for a Visa Card!
Naim vodr ertries for 3 £3
s insurance fror
Congrats , you have 20 to play
ou beéen mes-sold PPI? Find out now
dl.kaca: Congrats! You may qualify for a Visa Card!
BlackHatWorld, Exponential and Chinwag all under one roof?
What country best fits your personality?

dl.kaca: Congrats! You may qualify for a Visa Card!
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Phishing' |
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Bulk Phishing  Spear Phishing Whaling

Fudona 1u Fodld sWanw wsodonyadiuyanadu | e dona

i o — - y - Sending a large Targeting a specific Phishing attacks

Aldlulunsighiivszuulasldldsvonann wsoasvanuidume number of untargeted  individual or business targeting a _
L phishing emails with phishing emails company’s executives
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Vishing Smishing
Phishing attacks Attacks using text
performed over the messaging to mislead

phone or VOIP or deceive a victim
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of Phishing Scams You u
Should Know About ﬂ




1. E-mail Phishing Scams
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35anny Phishing Email
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3. Angler
Phishing
Scams

Customer Service

Mr. Smith, sorry to hear you've been having

trouble. To better serve you, please visit our site -
and login. banksite com/CA tomerservice (=Y

John Smith
Help @bank! | can't transfer funds on your
website!

Real Bank Account Fake Bank Account
@Ask_Bank @Ask_BankCA
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How to Protect Attacks?

. AdsEmsuen User tHnuiugouldazyana
. 15 Logout WiieliagnhiaSovaanfiames
. AIsAERs Anti-Malware wasfnis update 98 1IENLEND
. §#ns Update Patch szuudfjudnis (0S) 2N FNNAND

1
2
3
4
5. §n1s Update Version 2 DILUSHNSNUNLAS 0998 19 aRLEND
6. luimasan Password wazfia Password [3finiihae

7. fimsl# Password i waz laimasuen Password wiksu
8. ldUalndunufimuanalna fnazasynude 7z, exe,

bin, .reg 1Undu
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TIME IT TAKES A HACKER TO BRUTE
FORCE YOUR PASSWORD IN 2023

Number of lowercasa Upper and Numbers, Upper Numbers, Upper
Numbers Only Lattors Lowercase and Lowercase  and Lowercase
Characters Letters Letters Letters, Symbols

How long
will it take
to crack
your
password

Instantly Instantly Instantly Instantly Instantly
Instantly ~ Instantly Instantly ~ Instantly ~ Instantly
Instantly Instantly Instantly ~ Instantly ~ Instantly
[ Instantly’ 1 sec 2 secs 4 secs
 Instantly 28 secs 2 mins 5 mins
3 secs. 24 mins 2 hours 6 hours
Amin 21 hours 5 days 2 weeks
32 mins 1month = 10 months
2 weeks

14 hours
6 days



Password Time to Crack

123456 2,543,285 <1 second 23,597
123456789 961,435 =1 second 7,870,694

picture1 371,612 3 hours 11,190
password 360 467 <1 second 3,799,315
12345678 322187 =1 second 2,944 615
T 2 0 111111 230,507 =1 second 3,124 368
OP 123123 189,327 =1 second 2,238,694
12345 188,268 =1 second 2,389,787
MOSt Used 1234567890 171,724 =1 second 2,264 684

senha 167,728 10 seconds 8,213

Password 1234567 165,903 <1 second 2,516,606

dwerty 156,765 =<1 second 3,946,737

s in the abc123 151,804 =<’ second 2,877,689

Million2 143,664 3 hours 162,609

world 000000 122 982 <1 second 1,959,780

1234 112,297 =<1 second 1,296,186

iloveyou 106,327 <1 second 1,645 337
aarond.31 90,256 3 hours 30,576
password1 a7 556 <1 second 2,418 9384
qoww1122 85,476 52 minutes 122 481




How to create a strong Password

/1. HANuFUToU W s9NWSsLaN NSl FlaY tazdnaseiey (1 @ $ #)\

2. Hanue199v Password ag19ueay 8 fanes

3. AISHANLA—YNISLE Common password #5a Default password %9
ufiaHIsaaeLalEiY 1w password, 123456, Jfa, nugLaglnsani
4. fimsiUauw Password og9a IbaNe

5. 1% Multi Factor Authentication Tunsgifianusalsonsde

6. LAty Password {ﬁéﬁuimwia::swu

7. liimasuan Password wABw

\_ v




10 Rules To Safely Surf The Internet

S ulgefldsuanndeemuenilduida 1@r annmswasenwdaemy Social #7199

=

(=

2. lddAasyinmsUnsin Password ¢nv 9 Ul Browser
3. L%Ul%ﬁéﬂ%%ﬂﬁwqﬁﬂssuﬁﬁwﬁag wiadevimsnsandoyafidnftysioadl SSL
wazlHnurny HTTPS it
. 1% Browser fgfléuralufiualéions 1w Google Chrome, Moxzilla Firefox 10w
. Asfims Update Version wev Browser agnvasinlane

. uAan pop-ups wazaulawanuavaniudulse

4
5
6. msyhms Logout Account naasefantHoiules
7
8. hunsendoyadiuyaaauivludfliunsete

9

. ¥msasiadeudnsuuu Two-Factor-Authentication nnasvfiaxisarilé

[

10. ¥n download files annunavfilisan




10 Rules To Safely Surf The Internet

www.makewebeasy.com

http:// www.example.com




ADANGER

Protect Yourself on Public Wi-Fi

1. wandenslin WIFI Adaldlsusmsuuuldfswaeinu PUBLICWi-Fi

]
(=1

2. BANLAYINNSIEINW WIFT NlNEANIHNSIHUSANS

U

o

3. Aadvlusunsa anti-virus d1ae wazdwanlusunsundogiuioyahisaogianarniifidnmsudodon
WotlovrulhSaufialud |

4.ms@asi Firewall Twgunsad 1w maniamas, Notebook,Smart Phone, Tablet Lﬁaﬂaaﬁmawﬂﬂ
UszauAdfaznenenainafudioyadiudanaunsad

5. YUamsusdgunsaiinmsi wandeoldlinudumesiiaud astimstamsyieuges Wi-Fi

6. nmsiUanidulsdasiimslimuntndulsdfifiniswdnswauuu Open SSL Browser taans
\nfingdauzey URL 910 “HTTP” 1Ju “HTTPS”

7. vanidgemsendlinandonasie Hovanonafvonrinsadonuwun (Spyware) urvrniulnasg

8. nanlauunsYsiensilddonatasiasin N1svingsnssueIfunIsiin iHovaIngonyisdan

WHNEHISORUFNToNaLazinTusiarl rolaUnsesin waziuiinduladfidldigols




Guidance For Securing Video Conferencing




ey ye & « ® Pinterest
X / App permissions
| N . ) MOBILE
S = ' ‘
« v ' » / —y SECURITY Version 7.37.0 may request access to
@

Camera
« take pictures and videos
Contacts

* read your contacts
« find accounts on the device

Location

+ access precise location only in the foreground

1. \Uamsl#ou PIN / Password, Face scan wse Fingerprint Microphone
* record audio

Twnsuildomugunsad

Storage
2. \nga@g}%\j App”ca’[ion f'fiuqa\jﬁgjw%alg\j%uwa\jtﬁmq + modify or delete the contents of your shared storage
Y « read the contents of your shared storage
3. mwua Application permission l¥wnnzan 2]  Other
4. dms Update Patch szuudfudinis (0S) aghvasane “RAL{OI9Aen] Series

* run at startup

* have full network access

* view network connections

* prevent phone from sleeping

* Play Install Referrer API

+ set wallpaper

* receive data from Internet

* read Google service configuration

5. §ims Update Version 209lUsLASNURLAS 99081 d@ i LaNe
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https://www.antifakenewscenter.com/
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