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1. Wlgunaanuiuaslaannad@1s&uLnd (Information Security Policy)

1.1 IANINNITUTUITAANITAINNNUAIL A AAEA194ULNA (Management Directions for Information Security)
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2. TnsedsaaNNNUAIlaaANad A UINA (organization of Information Security)

2.1 Tnsaas1enieluesAng (Internal organization)
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214nsRnsenunguniaoinanlaiduiiAnluizedinaaiu (Contact with special interest groups)
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3. AnuNuAIlaanAed usUNSNEINsLUAAN (Human Resource Security)

(61989910 WIHLIENIIATIVNYAAINT WHWNNTNENTLAAR)

3.1 ABUN1T419411 (Prior to employment)
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3.1.2 famnasuazNaulanisd199nu (Terms and conditions of employment) dannasuazdaulaludynyn
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3.2 35UINNN9ANNIU (During employment)

PLalattl 5@0ﬂLW@1ﬁWHﬂQ’W%LL@$QV}Vﬂ 38137 ’Nfﬂﬁ‘iﬁuﬂLL@zﬂ{]U[ﬂ’lﬁ]’lﬁJMu’]V}ﬂ"A’]ﬁJ TUNATALATUAITHNNUAY

Q

UaAAta17a LN ALRIAULEN

v
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3.3 N9@ugAYTaNI19aLuN1941991 (Termination and change of employment)
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4. NNFUTUNTIANITNSNEAY (Asset Management)

4.1 wHNANSURRTRUAENINERY (Responsibility for Assets)
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4.1.3 nsldnine@uetinaumnnnzan (Acceptable use of assets) nginausinisldaeinunzanginiunagd

NuasaumALazningauniNaadaiu ansaumAtazgiUnsnilszatanassaung seadinnsszysanauy

ansannianes wazilaay M ldulletinaanndad
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4.2.3 N139ANININERU (Handling of assets) 4
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4.3 N19ANTTARLUNNIRYA (Media Handling)
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4.3.1 n13LsunIamnisdaetunndenannenuanls (Management of removable media) dunaulinamiy
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5. NMFALANNSIANTN (Access Control)

5.1 ANNARINIMNgINAgIMILNNIAILANNITENTN (Business requirements of access control)
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5.1.2 N9 DaATaTNELATLTNN9IATETNY (Access to networks and network services) & lE4ufaslfu
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5.2 N9LENAaANIINTTdnTivaessfldeu (User access management)
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523 N1TUTU1TAANITEANTNITLENDIRINTEALANT (Management of privileged access right)
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5.2.6 N19naanauvIalliulge@nsnisidniis (Removal or adjustment of access rights) Anan1sidNenas
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5.3 wihipnniuRateuaeeldeu (User responsibilities)
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5.4.1 NN93NANIENDNA1381NA (Information access restriction) NN TNANF AN ALATHarTlL
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5.4.2 fupeulfiiRdwiunisfendudnssuunianusiuasasnsie (Secure log-on procedures)
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6. N9 UAUaYA (Cryptography)

6.1 mmmiﬁwﬁm"ﬁmﬂ@ (Cryptographic controls)
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6.1.1 u‘l:ﬂmﬂﬂ’lﬂ%mmmaﬁwﬁm%sﬂ@ (Policy on the use of cryptographic controls)
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7. ANMNNUAILRDANENIIN LN NUALENTNUIARDN (Physical and environmental Security)
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7.2 9unsad (Equipment)
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8. AMNNUAIaRANERINTLNITANLEUIU (Operations Security)

8.1 dumaunistfimnuuazmifauiuRiagey (Operational Procedures and Responsibilities)
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8.1.1 TumaunisUfrifeunduaadneniéns (Documented operating procedures) TusaunI9Llfiifam
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8.1.3 N1ILIMNINANITTAANNAINITOLRITZLUL (Capacity management) N5 Mninannsaasszuufaaiinng
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8.1.4 NTUENANTNUIARANRINTUNIIWAUN N1INARAL LazN1TMHLTNIRaNAINAY (Separation of
development, testing and operational environments) ANTNUIAFDNAINTUNITWAIUN NITNAFAL WAZNNT
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8.2 nnatlaariulilsunsnlsiilszaadn (Protection from Malware)
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8.2.1 unmsnsilasriultlsunsulailszasAn (Controls against malware) 11ATN13MFIANT N19LRSAU LAZNNT
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8.3 N13419099@3a (Backup)
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8.4 mMstiunindeyafanuazniaidnszds (Logging and Monitoring)
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8.4.1 nstiunindeyadenuanamenisnl (Eventlogging) feyadanuantimnnisnfdeiuinfianssnaes
g9 n1svineupesszuun il panduseulnfinsuianaialunisineuaesszul wazimuanisal

ANNLA At Aael N9TRANIERALAL LATNUNIUBENIANLAND

8.4.2 nstlasriudayaien (Protection of log information) gunsnftiunindeyadenuazdeyadansdedldiunis
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8.4.3 fayadanfanssnredguaszuuuazid1utin Nl uiAn19szuy (Administrator and operator logs)
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8.4.4 n3rauAnTgnsias (Clock Synchronization) Wi aasssuLfeadasianunnielusadnszely
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8.5 n3AuANNTsRAAITanAuaFINszLLNLEN"S (Control of operational software)

1
= %

o & ‘ﬂl 2% v oa = o
QEﬂqﬂ?i’&\‘iﬂL‘W@I‘Vi?t‘].l‘i.llﬂi.lﬁ‘ﬂ’]i‘Nﬂ’]ﬁ‘Vﬂ\‘l’]uVIQﬂ[ﬂ’ﬂ\i

o

8.5.1 nsAaRvgansuLafuNszuuliLTN19 (Installation of software on operational systems) TumauL 17
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8.6 NN9LFUNIAANstasIuInIemALlA (Technical Vulnerability Management)
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o

8.6.1 N13L3M9AANN3TRIIMINIWATA (Management of technical vulnerabilities) dasyaineniudasingni
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8.6.2 N133iANsAAATRN IS (Restrictions on software installation) nyinausiAtUANNRAAATRN TS
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8.7 Asnmasiasan lunsnaatlsziluszuy (Information Systems Audit Considerations)

o

nscasAinannansenuaasnanssunisnsalsuiiuuusrunliizngg

12



8.7.1 H1AINT1IN1TRTIAUTLLNUTZLL (Information systems audit controls) ANABINITIUNITATIRU LY
wazNANgINNNIAIIALsei NI UL IHLTN2FBIRNT NBELLATANAITINA Wt zIRssaiiaanTanians

o

gz inNNAanszLIUNNININgINa

9. AnuNuAsaaAfEdIMsUNNsARa1sTaNa (Communications security)

9.1 MsUIMNIaAN1TANNSTUAslaeAsTaTR9ATRLNE (Network Security Management)
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nysrasAinaliinnstasiuansaumalurrednauarglnsnilssutanaansaumea

9.1.1 N1MINT9LATRTINE (Network controls) LATRTNEFABINNIILTMNIAANNTUAZAILANINET BT LANTALINA
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9.1.2 AnuNUAlaeAsedMFLLENNTIATRENE (Security of network services) nalnAuANNtuAsLaansie
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9.1.3 NTULNUENLATETNE (Segregation in networks) NANIBILITNIANTAUNA §1H9U UATITUL FaanNng

AAULNLATATNFTNNGNANWLA

9.2 n1sanalaugdnsauna (Information transfer)
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9.2.1 wlauneuazduneudfiRdmiunisanaleuansauine (Information transfer policies and procedures)
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9.2.2 dannasduiunisanalauansauing (Agreements on information transfer) damnasd1niunisanelan
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9.2.3 nsdedaminunnediannseiing (Electronic messaging) &15d@unANINa2da9iUNsd9daAIINN

adnnsatindmaslasunistiaaiuasing Wuzax

9.2.4 fapnainisinEAnauvzanisldilaiua A 1uay (Confidentiality or nondisclosure agreements)
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10. N1F9AUT NITWAIUT WAaEN191U1g95n 198U (System acquisition, development and

maintenance)

10.1 ANABINIIANUANNTRAYLARAAER9TZLL (Security requirements of information systems)

o
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10.1.1 N13AATIZWRALATUUAAINNABINITAI AN N WAL AR ASUET4UNA (Information security
requirements analysis and specification) ANABIN1IANEITRIALAMNITUAI AeASE AN 8RN ARRINN1T
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10.1.2 AN UAYLABASBIRILTNNTANTAUNALULATELINEA519042 (Securing application services on
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public networks) 138U AN LI T@ITULTNNTANTRUNATINNNTAINUIATRLINE AN 5170 A lasunng

tasiuainnisdaing naldines wuaznadaweuazniaasuulasansaunaloa iy aunym

10.1.3 m?ﬂ@\iﬁ/uﬁqiﬂﬁwumu?‘mimmumﬁ (Protecting application services transactions) AN AN AN
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\Neadaaiuganssnaesuinisansauma feslaiunisdasiuainnisiude dayanlianysninisdedayaiin
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10.2 ANNUAILARAAE A UTUNTTLAUNN I I LAZ LAY (Security in development and support processes)

ToUU
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nntlszasmine ianusiupslaanduansaumn AN seanLULLA ANTEUNIIAR0A WATTIATBINITWENLI

10.2.1 wlguneniswmunsruu A uduAlaansie (Secure development policy) noLnNUTdmIuNIg

WEHUNTAN A LI TRAZTZUL ﬁmﬁmiﬁ’mumLL@:ﬂﬁﬂﬁmmﬁwi"umi WEUNTZULIRIDIANT

10.2.2 TuneudjuAd 1 niuaqy @umﬂﬂaﬁuuﬂm@zuu (System Change control procedures) n19
= Aa o Y a oa ) a om0 o
wasuwdasszuylueastineeaniswmunsruusesiinisacuaning Ufjifing duneuljindmwiunis

wasunlasszuuinivusldasnadunneanig

10.2.3 m?‘ﬂumumqmmﬁmﬁmzuwﬁwmLﬂaﬂmmm‘lﬁmsm?’w\ﬂﬁugﬁum@ﬁzuu (Technical review of
, ) . A o = o & °o o
applications after operating platform changes) LumJma?l,‘ﬂ@EluLL‘]JmTﬂNmm‘iwuﬁ’mmmi:uu TeuUAALY
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10.2.4 n13anianisilasuutlasnansiua 115431 (Restrictions on changes to software packages) N9
wWasuwlassamansuasdnfagidacliouninanisantiunis adanisuasuudas winniandu uazsesiing

AYLIANBENITANN

10.2.5 MANN1TIAIZNIINITULAUANNLT WAL ABASE (Secure system engineering principles) “aNN1T
Amanssuszunliianusiuaslasadasesdinisninuesaunuasanend dnws Usullpeatnssaiiios uay

sz nALNIUNNIRUNTELL

10.2.6 ANMNLIARBNUBINITHAUNTLLARAMNIT WAL aanAE (Secure development environment) 84AN3

FANAANNLAL a9 Ut NN L ANFADANINUIAR AN TN TWAUNTLULAR AN At aansie 9n199mLn

waztFULls s LULANAN AR AR T ATBINIIRRWITT UL

10.2.7 N19ANUULENIUNEUANARNWITZ UL (Outsourced development) B4ANIABIANALALA LHN97299 LAY

ARFNAANgINNNIRERL Tz IUNAeNW Aeuanidugdaiiunig

10.2.8 NMINAAELANUANNITUAILABAIHTB9TZ UL (System security testing) NINARBLAMANTRA WA

dupsaandaresszuusiasiinisniunislusendned szuveglugoanswmmn

10.2.9 N1INAFBLLNBTUIRITTUL (System acceptance testing) WHUN1INAFBLUALINITALNLITDILND
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FUsadTTUL AaNinnIAangmiussuL lud ixuuwﬂmﬂqq wazsrULa sl

10.3 Tayaduiunimanaaay (Test data)

o

mUszasdine Winnstesiudayamiunldlunmeasy

10.3.1 n1stfesiudeyaduiunismaaay (Protection of test data) dayad uiun1smaaauszULABINNNg

AnLReNaLNesziinsyd Antsilaeiu uazasuan nasan e

11. szifiaunmsdHiinnuisainisusimnsannisd luLsn1sameauan (Third Party Management )

11.1 dpuszasa

v '
= o o

FANNTWANDAINUANTELIUNT IUNTUTU AN ITLTN19nnuen e liusdniulalidiusdnil

o o v

nszLnUNsLazannus unsUsziluiazaniaandliiinisnisuen sesdnrindrynyndnesnisliusnisuaiivue

Reula W liusnisniauendjiininnisineanulasadaaeatdem sounedesnuuadannasnisliuinig

(Service Level Agreement : SLA) WianialinsasagaUuazinmunisiiuinig
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11.2 UNUW MENNLAzANNTLRATAL

wnunnaTulagatsaumna Judnniuualinasudnisdanisgliuinisniauannialutsdndulil s

FunauuazuINIuNsLTINIA AN ILEN 19N Buen
11.3 WINLazTUnau 1N IATHWINY

ununwalulagarsaumaiutianlunisnfugualiudEminisineiansdiuaslasadaaumnalulat

asaumALaznsineannlaessitaindelauefaseuagunisldiinisaingliuinisniauen
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11.4 waninausinadenlduinisangiuinisniauen
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angdryynislduinisangliisnisneuensaiininusesiansounlinsaunguilssAud Ay dsil

11.4.1 Ananmuazanuaisnsalunislizniemislunisnfuas lsidng lnaanizadnstisnsaingldiiznis

neuaniuiinsliisnisungldisnsmanasie (Concentration Risk)
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11.5 Aoy uazdannas
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11.5.1 §IAUTN19n8UBNAAAT UFN19AINGN 50,000 LI WD WIaszazoalduinis daandn 1 Ul
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11.5.2 MuuAaazegalsznmaean1slduinig 2euaaniLRaATan NIUTUIIAMNALS FEULAILAN

nelussuuineaudaensialunisiuinedayauasninedaueqLsEm

11.5.3 Yannaen1slitinas (Service Level Agreement) iivaniuuaiduunn sgaunisliusnasduning
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Wsnisnmeuensesdiumisnaldaniunisaflnfiuazlailng

11.5.4 Lmuimi*umw?ﬁLﬁuqiﬁ@@ﬂﬁﬁﬁi@Lﬁ@q (Business Continuity Pian) 2845 l#ilFn19n181an WNa9e9sL
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11.5.6 18 dtynyn devinvun uazRenlanisenidandtyyn dsanis@niaesisEnlunisasuulasuilauas
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Hananalunisliiinig Wusu nsenauuuamieuilatymsiig o isenissnldan@eneninaa

11.5.8 nMainwANtaanieresdeys n19inHIANAL LazpNdudIusNTestaya1esgnAn uazdaya
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12. N1FUTWITAANITIUANITAANNNUAIL A AAR15AUNA (Information Security Incident
Management)
12.1 n3uFMnsannswmenisalANluAlaeasitatsaunALarn13UsuLge (Management of information security

incidents and improvements)
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12.1.1 uﬁwmwi\”uﬁm@uLmﬁumuﬂﬁﬂﬁ (Responsibilities and procedures) UtNAAMNFLRATALILAY
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12.1.2 n1991a9uan1un1sipanduAstlaandaansauing (Reporting information security events)
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12.1.3 119918971 9A 88 UANN WAL AAE&1941UWNA (Reporting information security weaknesses)
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12.1.4 nnsszilunazindulaseaniunisinausiuasdannsiaansauind (Assessment of and decision on
information security events) an1un1saiAuiuAstanniadnsaumnAsaslnisssiiuiasfealinsAndu
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12.1.5 n3mauauassamnnIsinNluAtLansiua17a1n A (Response to information security incidents)
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12.1.6 m@ﬁ"muimnmeaaimwﬁumﬂmmﬁﬂmmumﬂ (Learning from information security incidents)
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12.1.7 MaAiUeILIINUANg 11 (Collection of evidence) adAnsfasrinnuakazLszens i TunauLuRd iy
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